M360iSEC

® PREVENT - FIND IT BEFORE THEY DO

Penetration
Testing

Talented testers for virtually any scenario. A
bold claim — and true nonetheless.

Infrastructure, applications, cloud, IoT and ICS tested the
way a real attacker would.
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M360iIiSEC PREVENT - PENETRATION TESTING

Penetration tests identify the level of technical risk coming from

software and hardware vulnerabilities. Which techniques are
OVERVIEW used, which targets are allowed, and how much testers and
administrators know beforehand vary by engagement — so we

Talented teSterS fOT Virtua“y agree them with you in writing before work starts.
any Scenario‘ A bOId Claim - A well-scoped test gives confidence that the products and
and true nOnetheless. controls tested are configured to good practice, with no

common or publicly known vulnerabilities at the time of the test.
No more, no less.
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M360iIiSEC PREVENT - PENETRATION TESTING

SCOPE

Penetration Testing

v Service mapping v Infrastructure testing v Web applications
v Mobile applications v Wireless networks v Cloud — AWS, Azure, GCP
v Embedded devices / loT v Industrial control systems v Agile development testing
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M360iSEC

APPROACH

How we work

01

Scope

Rules of engagement,

allowed targets and
knowledge levels
agreed in writing.

m360isec.com

02

Reconnaissance

We map your attack
surface exactly as an
outsider would see it.

03

Execution

The same tactics and
techniques as a real
attacker: digital,
physical and human.

04

Evidence

Every finding with
proof, business impact
and a prioritized fix.

PREVENT - PENETRATION TESTING

05

Debrief

We walk technical and
executive teams
through what we found
and what to fix first.

04 / 07



M360iSEC

WHAT YOU RECEIVE

Infrastructure, applications,
cloud, loT and ICS tested the
way a real attacker would.

m360isec.com

01

04

PREVENT - PENETRATION TESTING

Executive report for leadership

Technical report with reproducible evidence

Risk-prioritized remediation plan

Debrief with technical and executive teams
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M360iIiSEC PREVENT - PENETRATION TESTING

WHY M360ISEC

A specialist practice, not a report
factory.

We think like the adversary From finding to courtroom Certified specialists Regional experience

We use the same tools, tactics
and techniques as a real attacker
to find what is actually exposed.

75

Certifications

m360isec.com

If prevention fails, the same team
investigates, preserves evidence
and supports the legal process.

Vi

Specialists

Professionals holding 75
certifications, including GIAC in
digital forensics and malware
analysis.

30+

Clients

Based in Bogota, serving clients
in 9 countries for over a decade.

9

Countries served
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M360iIiSEC PREVENT - PENETRATION TESTING

PROTECT, PREVENT & PURSUE.

Let's talk

We will propose a written scope, with no
commitment.

EMAIL WEBSITE OFFICE

sales@m360isec.com m360isec.com Carrera 56 #151-52, Torre 5 — Of. 101 - Bogota, Colombia

® 24/7 incident response
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