M360iSEC

PROTECT - SEE WHAT IS COMING

|ICS Critical
Infrastructure

Security for the systems that move water,
power and production lines.

SCADA, DCS and PLC security for systems that cannot go
down.
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M360iIiSEC PROTECT - ICS CRITICAL INFRASTRUCTURE

Industrial control systems automate processes across

OVERVIEW manufacturing, energy and transportation. Because they

Security for the Systems that control physical operations, protecting them is paramount.

move Water’ power and We work within their constraints — legacy systems, complexity,
. . connectivity, limited resources, ransomware exposure and

production lines. fvity, fimt mware exp

supply-chain risk — without putting availability at stake.
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M360iIiSEC PROTECT - ICS CRITICAL INFRASTRUCTURE

SCOPE

ICS Critical Infrastructure

v SCADA v Distributed control systems (DCS) v PLCs

v Building automation (BAS) v Legacy and supply-chain risk v Ransomware readiness
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M360iSEC

APPROACH

How we work

01

Scope

Rules of engagement,

allowed targets and
knowledge levels
agreed in writing.

m360isec.com

02

Reconnaissance

We map your attack
surface exactly as an
outsider would see it.

03

Execution

The same tactics and
techniques as a real
attacker: digital,
physical and human.

PROTECT - ICS CRITICAL INFRASTRUCTURE

04

Evidence

Every finding with
proof, business impact
and a prioritized fix.

05

Debrief

We walk technical and
executive teams
through what we found
and what to fix first.
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M360iSEC

WHAT YOU RECEIVE

SCADA, DCSand PLC
security for systems that
cannot go down.

m360isec.com

01

03

04

PROTECT - ICS CRITICAL INFRASTRUCTURE

Prioritized, actionable findings

Alerts on critical exposure

Hardening recommendations

Periodic report for leadership
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M360iIiSEC PROTECT - ICS CRITICAL INFRASTRUCTURE

WHY M360ISEC

A specialist practice, not a report
factory.

We think like the adversary From finding to courtroom Certified specialists Regional experience

We use the same tools, tactics
and techniques as a real attacker
to find what is actually exposed.

75

Certifications

m360isec.com

If prevention fails, the same team
investigates, preserves evidence
and supports the legal process.

Vi

Specialists

Professionals holding 75
certifications, including GIAC in
digital forensics and malware
analysis.

30+

Clients

Based in Bogota, serving clients
in 9 countries for over a decade.

9

Countries served

06 / 07



M360iIiSEC PROTECT - ICS CRITICAL INFRASTRUCTURE

PROTECT, PREVENT & PURSUE.

Let's talk

We will propose a written scope, with no
commitment.

EMAIL WEBSITE OFFICE

sales@m360isec.com m360isec.com Carrera 56 #151-52, Torre 5 — Of. 101 - Bogota, Colombia

® 24/7 incident response
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