M360iSEC

® PURSUE - FOLLOW IT TO THE END

Digital Forensics

Evidence that holds up — in incident
response and in court.

Evidence that holds up in civil and criminal proceedings —
even against state-grade malware.

m360isec.com
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M360iSEC PURSUE - DIGITAL FORENSICS

Our team has worked high-profile civil and criminal matters and

OVERVIEW incident response investigations, including analysis of

EVidence that holds up — in advanced malware engineered by state-sponsored attackers.
inCident response and in Our analysts hold the GIAC certification in digital forensics and

I‘t malware analysis, and our lab tailors each investigation to your
court. requirements.

m360isec.com 02 / 07



M360iSEC

SCOPE

Digital Forensics

v Civil and criminal proceedings

v Ransomware and extortion

m360isec.com

v Incident response

v Data-breach litigation

PURSUE - DIGITAL FORENSICS

v Advanced malware analysis

v Online money laundering
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M360iSEC

APPROACH

How we work

01

Scope

Rules of engagement,

allowed targets and
knowledge levels
agreed in writing.

m360isec.com

02

Reconnaissance

We map your attack
surface exactly as an
outsider would see it.

03

Execution

The same tactics and
techniques as a real
attacker: digital,
physical and human.

04

Evidence

Every finding with
proof, business impact
and a prioritized fix.

PURSUE - DIGITAL FORENSICS

05

Debrief

We walk technical and
executive teams
through what we found
and what to fix first.
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M360iSEC

WHAT YOU RECEIVE

Evidence that holds up in civil
and criminal proceedings —
even against state-grade
malware.

m360isec.com
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PURSUE - DIGITAL FORENSICS

Expert forensic report

Evidence with chain of custody

Threat actor profile and timeline

Legal support and court testimony
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M360iIiSEC PURSUE - DIGITAL FORENSICS

WHY M360ISEC

A specialist practice, not a report
factory.

We think like the adversary From finding to courtroom Certified specialists Regional experience

We use the same tools, tactics
and techniques as a real attacker
to find what is actually exposed.

75

Certifications

m360isec.com

If prevention fails, the same team
investigates, preserves evidence
and supports the legal process.

Vi

Specialists

Professionals holding 75
certifications, including GIAC in
digital forensics and malware
analysis.

30+

Clients

Based in Bogota, serving clients
in 9 countries for over a decade.

9

Countries served
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M360iIiSEC PURSUE - DIGITAL FORENSICS

PROTECT, PREVENT & PURSUE.

Let's talk

We will propose a written scope, with no
commitment.

EMAIL WEBSITE OFFICE

sales@m360isec.com m360isec.com Carrera 56 #151-52, Torre 5 — Of. 101 - Bogota, Colombia

® 24/7 incident response

© 2014-2026 M360iSEC 07 / 07



